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Abstract: the article describes two-factor authentication technology and its working principles, as well as its
advantages and disadvantages, and presents an example of its use in an online testing and education system
developed for use in a university environment.

Annomayun: 6 cmamove onuCbIBAEMCsA MEXHOI02UL 08YXPAKMOPHOU aymeHmupurayuu, npuHyunsvl eé pabomeol, eé
npeumywecmea u HedocmamKu, a makokce paccmampueaemcs npumep e€ UCNONb306aAHUSL 8 cuUcmeme OHIAUH
mecmuposanusi u 00yuenust, paspadomanHol 0Jisi NPUMEHEHUs. 8 YHUepcumeme.

Keywords: authentication, two-factor authentication, information security, privacy, mobile devices.
Knrouesvte cnosa: aymenmucpuxayus, o08yxgpaxmopuas aymenmuuxayusi, uH@OpMayuorHHas 6e30nacHocmo,
NPUBAMHOCHb, MOOUTbHBIE YCMPOUCMEA

User authentication through a username-password combination has long since been the norm in the vast
majority of all computer systems. The key to securing the account has therefore been the use of a complex
password, which would be practically unfeasible for a hacker to guess. Passwords are secured further through
applying hashing algorithms, making it harder still for a hacker to gain access [1].

However, reality can be starkly different from expectation—users often neglect to use strong passwords
[2], companies fail to implement proper security procedures, and the tools available to hackers become ever more
efficient and complex. This means that simple username-password authentication is becoming obsolete [3].

One replacement for it that is gaining traction today is two-factor authentication. At its core, two-factor
authentication (also 2FA) is a method of confirming a user’s identity by utilising two different components, which
may be something the user knows, possesses, or something that is inherently inseparable from the user (such as
biometric data — fingerprints, voice patterns etc.). The concept in itself is not new—uwithdrawing money from a
cash machine has always been a process that uses two-factor authentication by combining a factor that the user
possesses (the bank card) and one that the user knows (the PIN).

With the threats to account safety growing ever larger, two-factor authentication is becoming the norm for
securing accounts in major services like Google, Facebook, Steam, etc. Up to 37 % of organisations today use multi-
factor authentication, and the number is expected to rise to 56 % by the end of 2016 [4]. Most implementations
today employ the user’s mobile phone as the second factor, in tandem with a strong password. The second step in
the authentication process is performed by either delivering a one-time code in a text message sent to the phone, or
generating one in an authenticator app provided by the service—the code that is then received or generated is used
to authenticate the user and confirm the action.

Mobile two-factor authentication has a number of advantages in comparison with other designs. Mobile
phones are usually carried by the user, which means that no additional hardware or tokens will be necessary, and, if
text messages are used to deliver codes to the user, no additional software will be necessary either. However, this
approach also has its disadvantages. Users’ phones must be carried by the user, as well as kept charged and within
range of a cellular or Wi-Fi network (depending on the implementation). Additionally, if text messages are used, the
user is required to share their mobile number with the service, which may raise privacy concerns.

The online testing and education system developed for the Crimean Federal University also makes use of
two-factor authentication to secure accounts. Mobile two-factor authentication was chosen as the most widespread
and easiest method, and SMS text messages were chosen as the delivery vessel. Although using a mobile app for
authentication was considered, ultimately it proved to be impractical, and in some cases impossible, to develop apps
for every type of phone used by professors and students. SMS, on the other hand, is universally available and
requires no additional configuration to deliver messages to different types of devices.
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